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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 
application: 

1 . (Canceled) 

2. (Currently Amended) An information sharing apparatus, which 
communicates with a plurality of terminals corresponding to a plurality of users 
respectively, comprising: 

a first receiving unit configured to receive an authentication request including 
authentication information of on e of th e us e rs a first user : 

an authentication unit configured to execute personal authentication by using the 
authentication informationr-and to obtain, if the authentication information is authentic, 
two pass I Ds whos e va l u e s ar e th e s am e a first pass ID and a second pass ID, wherein 
a value of the first pass ID is equal to a value of the second pass ID : 

a transfer unit configured to transfer one of the two pass I Ds first pass ID or the 
second pass ID as a transferred pass ID to on e of th e t e rm i na l s a first terminal which 
corresponds to the on e of th e us ers first user, and store the one of the first pass ID or 
the second pass ID that is not transferred as a stored pass ID : 

a second receiving unit configured to receive [[a]] the transferred pass ID and an 
information item including an image of a person; 

a first generation unit configured to generate a temporary ID for identifying the 
information item when the transferred pass ID is equal to anoth e r of th e two pass IDs 
the stored pass ID : 
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an extracting unit configured to extract a contour of a person’s face from the 
information item[[,]] to detect an image of the person’s face as a personal information 
item; 

a second generating unit configured to generate an anonymous information item A 
which is the information item without the image of the person’s face, by separating the 
detected personal information item from the information item , to obta i n (a) th e 
anonymous i nformat i on i t e m which i s th e-i nformation i t e m i nc l ud i ng th e i nformat i on it e m 
e xc e pt th e i mag e of th e p ers on’s fac e and (b) tho persona l i nformat i on i t e m 
corr e spond i ng to th e i mag e- of - th e p e rson’s fac e; 

a first storing unit configured to store a pair [[of]] including the temporary ID and a 
personal ID wh i ch corr e sponds corresponding to the personal information item; 
an encrypting unit configured to encrypt the personal information item; 
a second storing unit configured to store the encrypted personal information item 
and the anonymous information item to which the temporary ID and one of a plurality of 
levels wh i ch corr e sponds corresponding to the personal information item are added, 
and th e e ncrypt e d p e rsona l i nformat i on i t e m, and th e anonymous i nformat i on i t e m, the 
plurality of levels including (a) a first access level which is assigned to a first group of 
users , the first group of users including of th e users who can access only the 
anonymous information item out of the anonymous information item and the personal 
information item A and (b) a second access level which is assigned to a second group of 
users , the second group of users including of th e users who can access both of the 
anonymous information item and the personal information item; 
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a third receiving unit configured to receive a request message for accessing the 
information item, the request message being transmitted from another of tho term i na l s a. 
second terminal ; 

a first transmitting unit configured to transmit only the anonymous information 
item out of the anonymous information item and the personal information item to the 
anoth e r of th e t e rm i na l s second terminal in response to the request message, when an 
access level predetermined to a us e r of th e us e rs wh i ch corr e sponds second user 
corresponding to the anoth e r of th e t e rm i n als second terminal is equal to the first 
access level; 

a synthesizing unit configured to synthesize the personal information item with 
the anonymous information item to obtain a regenerated information item including the 
image of the person’s face; and 

a second transmitting unit configured to transmit the regenerated information 
item in response to the request message, when the access level of the second user is 
equal to the second access level. 

3. - 7. (Canceled) 

8. (Currently Amended) An apparatus according to claim 2, wherein the 
synthesizing unit includes: 

a first acquiring unit configured to acquire the pair based on [[a]] the temporary ID 
added to the anonymous information item, to obtain the personal ID of the pair; and 
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a second acquiring unit configured to acquire , from the second storing unit, the 
personal information item which corresponds to the personal ID of the pair and is to be 
synthesized with the anonymous information item , from th e s e co n d -s tor i ng un i t . 

9. (Currently Amended) An apparatus according to claim 2, wherein the 
second generating unit generates the anonymous information item by overwriting [[into]] 
an area corresponding to the personal information item with arbitrary symbols. 

10. (Canceled) 

1 1 . (Currently Amended) A method for sharing acquired information items 
with a plurality of terminals corresponding to a plurality of users respectively, 
comprising: 

receiving an authentication request including authentication information of ene a_ 
first user of the plurality of users; 

executing personal authentication by using the authentication information-r-aad to 
obtain, if the authentication information is authentic, t wo - pass I Ds whos e va l u e s ar e th e 
same a first pass ID and a second pass ID. wherein a value of the first pass ID is equal 
to a value of the second pass ID : 

transferring one of the two pass IDs the first pass ID or the second pass ID as a 
transferred pass ID to ono of th e t e rm inals a first terminal which corresponds to the ene- 
of th e plura li ty of first user; 

storing one of the first pass ID or the second pass ID that is not transferred as a 
stored pass ID: 
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receiving a-eath the transferred pass ID and an information item including an 
image of a person; 

generating a temporary ID for identifying the information item when the 
transferred pass ID is equal to anoth e r of th e two pass I Ds the stored pass ID : 

extracting a contour of a person’s face from the information item[[,]] to detect an 
image of the person’s face as a personal information item; 

generating an anonymous information item , which is the information item without 
the image of the person’s face, by separating the detected personal information item 
from the information item , to obta i n (a) th e anonymous i nformat i on i t e m wh i ch i s th e 
i nformat i on i t e m i ncluding th e i nformat i on i t e m e xc e pt th e imag e of th e p e rson’s fac e 
and (b) th e p e rsonal i nformat i on i t e m corr e spond i ng to th e i mag e of th e p e rson’s fac e; 

storing, in a first memory, a pair [[of]] including the temporary ID and a personal 
ID wh i ch corr e sponds corresponding to the personal information item; 
encrypting the personal information item; 

storing, in a second memory, the encrypted personal information item and the 
anonymous information item to which the temporary ID and one of a plurality of levels 
wh i ch corr e sponds corresponding to the personal information item are added, and th e 
e ncrypt e d persona l i nformat i on i tem, the plurality of levels including (a) a first access 
level which is assigned to a first group of users , the first group of users including ofth e 
users who can access only the anonymous information item out of the anonymous 
information item and the personal information item A and (b) a second access level which 
is assigned to a second group of users , the second group of users including of th e users 



- 6 - 



Application No. 1 0/687,736 
Attorney Docket No. 04329.3164 

who can access both of the anonymous information item and the personal information 
item; 

receiving a request message for accessing the information item, the request 
message being transmitted from anoth e r of th e t e rm i na l s a second terminal : 

transmittin g, in response to the request message, only the anonymous 
information item out of the anonymous information item and the personal information 
item to the anoth e r of th e t e rm i na l s second terminal i n r e spons e to th e r e qu e st 
m e ssag e , when an access level predetermined to a second user of th e us e rs wh e- 
corr e sponds corresponding to the anoth e r of th e term i na l s second terminal is equal to 
the first access level; 

synthesizing the personal information item with the anonymous information item, 
to obtain a regenerated information item including the image of the person’s face; and 

transmitting , in response to the request message, the regenerated information 
item i n r e spons e to th e r e qu e st m e ssag e , - when the access level of the second user is 
equal to the second access level. 

12.-15. (Canceled) 

1 6. (Currently Amended) A method according to claim 1 1 , wherein the 

synthesizing includes: 

acquiring the pair, based on the temporary ID added to the anonymous 
information item, to obtain the personal ID of the pair; and 
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acquiring , from the second memory, the personal information item which 
corresponds to the personal ID of the pair and is to be synthesized with the anonymous 
information item , from th e s e cond m e mory . 

17. (Currently Amended) A method according to claim 1 1 , wherein the 
generating the anonymous information item generates the anonymous information item 
by overwriting [[into]] an area corresponding to the personal information item with 
arbitrary symbols. 
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